Secret Server - Hardened Android Admin Platform

"W may be virtual, but we have your back"

A secure, local-first admn platformfor Android/ Terrmux that provides encrypted renote adm ni s
Overvi ew

Secret Server is a hardened Android userspace adm n systemthat:

Runs entirely in Ternmux (no root required)

Provi des secure adm n access from Li nux | aptops

Uses two-factor authentication (hotspot + hunan approval)
Establ i shes encrypted SSH tunnels for all traffic

Mounts phone filesystemfor renote editing via SSHFS

Aut o-reconnects i f connection drops

Currently hosts a secret nanager with autovivification-based storage

Key Features
Security

Two-factor authentication: WFi hotspot password + manual approva

SSH key-based auth: Automatic key generation and depl oynent

Encrypted tunnels: Al traffic over SSH (no pl aintext HTTP)

Human-i n-the-1 oop pairing: Physical confirmation required for new devices
No cl oud dependenci es: Everything runs locally

User Experience

One- command connection: Single script handl es everything

Aut o-reconnection: Mnitors connection and recovers from drops
Term nal browser U : Uses w3m for approval (no app sw tching)
SSHFS integration: Edit phone files fromlaptop |IDE

Cl ear error nessages: Hel pful guidance when things go wong

Architecture

Har dened Androi d userspace: Wrks within Android's restrictions
Modul ar design: Auth | ayer separate from applications
Extensi bl e: Other apps can use the same auth infrastructure
Local -first: No external servers or dependencies

Project Status
First Generation (Current)

Adm n pairing and connection system

SSH tunnel and SSHFS nounti ng

Secret nmanager application (autovivification storage)
Aut o-start on phone boot

Docurent ation and install scripts (in progress)

Second Generation (Pl anned)

Semanti c edge applications
User-tier connections (non-adnin)
Addi tional security hardening
Enhanced install automation

Conponent s
Phone Si de (Android/ Ter nmux)

aut h_server.py - Pairing and adm n endpoint (port 8080)
web_server.py - Secret manager Flask app (port 5001, I ocal host only)



Boot scripts for auto-start
Laptop Side (Linux)

ssh_adm n_connection. py - Conpl ete connecti on nanager
Aut o- generates SSH keys i f needed
Handl es pairing, tunneling, nmounting, nonitoring

Repository Structure

secret-server/

mmm README. md

mmm | NSTALL. nd

mmm LI M CONTEXT. nd

mmm adm n-ssh-connection/

] mmm ssh_adni n_connecti on. py

mmm android_mmt/ # SSHFS mount poi nt

mmm aut h-server/ # Phone code (when nount ed)

mmm auth_server. py
mmm web_server.py
mmm |ib/

Quick Start

Prerequisites

Phone: Android device with Ternmux + Ter nux: Boot
Laptop: Linux with nntli, sshfs, Python 3

Instal |l ation

See INSTALL. nd for conplete instructions.

Basi ¢ Usage

On phone:

bashcd ~/ aut h-server

.lauth_server. py

On | apt op:

bashexport SSH PHONE_PASSWORD="your - hot spot - passwor d"
cd ~/secret-server/adm n-ssh-connection

./ ssh_adni n_connecti on. py

First run triggers pairing flow Subsequent runs connect automatically.
Technol ogy St ack

Python 3 - Core application logic

Fl ask - Web server framework

SSH OpenSSH - Encryption and aut hentication
SSHFS - Fil esystem nounti ng

w3m - Termi nal web browser

Net wor kManager (nnctli) - WF managenent
Ternmux - Android Linux environnent

Use Cases
Current

Secure secret/password managenent

Renot e Android administration

Local -first encrypted storage

Devel oprent / debuggi ng on phone from | aptop

Future

Semantic search and Al -powered applications
Col | aborative docunment editing (peer-to-peer)



Per sonal know edge base managenent
Edge computing applications

Desi gn Phi | osophy

Security by architecture - Not security theater

Local -first - Your data stays on your device

M ni mal dependencies - Fewer noving parts, less to break
Human-centric - Clear UX, hel pful errors

Pl atform agnostic - Wrks within Android's constraints
Extensible - Auth platformfor nultiple applications

Devel oprment Hi story
Devel oped iteratively with Al assistance (Cl aude, NotebookLM Gemini, Copilot) while working &

Android's perm ssion restrictions

Ternmux environnment limtations

Dynamic | P addressing in hotspots

Boot script reliability issues

LLM hal I uci nati ons and context scranbling

The project evolved froma sinple secret manager into a general -purpose hardened adnin platfor
Contri buting

This is currently a personal project, but feedback and suggestions are wel cone. See installati
Li cense

[ To be determ ned]
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Note: android_mmt/ directory contains stale code in git. Wen SSHFS nounts, it overlays with



